
Lab 13: Mitigating Security Vulnerabilities

In this lab, you will apply the techniques you've learned to improve a vulnerable Web application.

Objectives:

• To apply mitigation techniques

Part 1: Mitigating SQL Injection and XSS

Steps:

_1. As you have in earlier labs, import the {Lab Installation Directory/starters/lab13/lab13.zip existing
project into your workspace.

_2. Carefully examine the application and then run index.jsp on the server and observe its functionality.

_3. This application is vulnerable to both XSS and SQL injection attacks. Your job in this part is to study the
application, find the vulnerabilities and then fix them.
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